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La configuration actuelle est exportée sur le dossier partagé du cyber range et peut être utilisée pour reconfigurer le pare-feu. 
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webConfigurator

Protocol @nre @HTTPS (SSL/TLS)

SSL/TLS Certificate | GUI default (667d4b769e418) v

Certificates known to be incompatible with use for HTTPS are not included in this list, such as certificates using incompatible ECDSA curves or weak
digest algorithms,

TCP port z
Enter a custom port number for the webConfigurator above to override the default (80 for HTTP, 443 for HTTPS). Changes wil take effect immediately
after save.

Max Processes | 2 g

Enter the number of webConfigurator processes to run. This defaults to 2. Increasing this will allow more users/browsers to access the GUI
concurrently.

WebGUI redirect [ Disable webConfigurator redirect rule

When this is unchecked, access to the webConfigurator is always permitted even on port 80, regardess of the listening port configured. Check this box
to disable this automatically added redirect rule.

HSTS [ Disable HTTP Strict Transport Security

When this is unchecked, Strict-Transport-Security HTTPS response header s sent by the webConfigurator to the browser. This wil force the browser to
use only HTTPS for future requests to the firewall FQDN. Check this box to disable HSTS. (NOTE: Browser-specific steps are required for disabling to
take effect when the browser already visited the FQDN while HSTS was enabled.)

OCSP Must-Staple [ Force OCSP Stapling in nginx

When this is checked, 0CSP Stapling is forced on in nginx. Remember to upload your certificate as a full chain, not just the certficate, or this option
will be ignored by ngin.

WebGUI Login Enable webConfigurator login autocomplete

Autocomplete  \yhen this i checked, login credentials for the webConfigurator may be saved by the browser. While convenient, some security standards require this
to be disabled. Check this box to enable autocomplete on the login form so that browsers will prompt to save credentials (NOTE: Some browsers do
not respect this option).
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GUI login messages

Roaming

Anti-lockout

DNS Rebind Check

Browser tab text

[ Lower syslog level for successful GUI login events.

When this is checked, successful logins to the GUI will be logged s a lower non-emergency level. Note: The console bell behavior can be controlled
independently on the Notifications tab.

Allow GUI administrator client IP address to change during a login session
When this is checked, the login session to the webConfigurator remains valid i the client source IP address changes.

0 Disable webConfigurator antiockout rule

When this is unchecked, access to the webConfigurator on the LAN interface s always permitted, regardess of the user-defined firewall rule set. Check
this box to disable this automatically added rule, so access to the webConfigurator s controlled by the user-defined firewall rules (ensure a firewall rule
is in place that allows access, to avoid being locked outl) Hint: the "Set interface(s) IP address" option in the console menu resets this setting as well.

[0 Disable DNS Rebinding Checks

When this is unchecked, the system is protected against DNS Rebinding attacks. This blocks private IP responses from the configured DNS servers.
Check this box to disable this protection if it interferes with webConfigurator access or name resolution in the environment.

Alterate Hostnames for DNS Rebinding and HTTP_REFERER Checks. Specify altemate hostnames by which the router may be queried, to bypass the
DNS Rebinding Attack checks. Separate hostnames with spaces.

[0 Disable HTTP_REFERER enforcement check

When this is unchecked, access to the webConfigurator is protected against HTTP_REFERER redirection attempts. Check this box to disable this
protection if it interferes with webConfigurator access in certain corner cases such s using external scripts to interact with this system. More
information on HTTP_REFERER is available from Wikipedia.

O Display page name first in browser tab

When this is unchecked, the browser tab shows the host name followed by the current page. Check this box to display the current page followed by the
host name.
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Secure Shell

Secure Shell Server

SSHd Key Only

Allow Agent Forwarding

SSH port

) Enable Secure Shell

Password or Public Key v

When set to Public Key Only, SSH access requires authorized keys and these keys must be configured for each user that has been granted secure shell
access. If set to Require Both Password and Public Key, the SSH daemon requires both authorized keys and valid passwords to gain access. The
default Password or Public Key setting allows either a valid password or a valid authorized key to login.

O Enables ssh-agent forwarding support.

2 e
Note: Leave this blank for the defauit of 22.

Login Protection

‘Threshold

Blocktime

Detection time

Pass list

Add address

30 e

Block attackers when their cumulative attack score exceeds threshold. Most attacks have a score of 10.

120 e

Block attackers for initially blocktime seconds after exceeding threshold. Subsequent blocks increase by a factor of 1.5.
Attacks are unblocked at random intervals, so actual block times will be longer.

1800 e

Remember potential attackers for up to detection_time seconds before resetting their score.

Address /128 v

Addresses added to the pass lst will bypass login protection.
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Serial Communications

Serial Terminal [ Enables the first serial port with 115200/8/N/1 by default, or another speed selectable below.

Note: This will redirect the console output and messages to the serial port. The console menu can still be accessed from the intemal video
card/keyboard. A null modem serial cable or adapter is required to use the serial console.

Serial Speed | 115200 v

Allows selection of different speeds for the serial console port.

Primary Console | Video Console v

Select the preferred console if multiple consoles are present. The preferred console will show pfSense boot script output. All consoles display S boot
messages, console messages, and the console menu.

Console Options

Consolemenu (] Password protect the console menu
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Packet Proce

ng

1P Do-Not-Fragment
compatibility

1P Random id generation
Firewall Optimization
Options.

Disable Firewall Scrub

Firewall Adaptive
Timeouts

Firewall Maximum States

Firewall Maximum Table
Entries

Firewall Maximum
Fragment Entries

Clear invalid DF bits instead of dropping the packets

This allows for communications with hosts that generate fragmented packets with the don't fragment (DF) bt set. Linux NFS is known to do this. This
will cause the filter to not drop such packets but instead clear the don' fragment bit

O Inserta stronger ID into IP header of packets passing through the filter.

Replaces the IP identification field of packets with random values to compensate for operating systems that use predictable values. This option only
applies to packets that are not fragmented after the optional packet reassembly.

Normal v

The defaut optimization algorithm

[0 Disables the PF scrubbing option which can sometimes interfere with NFS traffic.

118800 8 237600 g

When the number of state entries exceeds this value, adaptive scaling When reaching this number of state entries, all timeout values become

begins. All timeout values are scaled linearly with factor (adaptive.end - zero, effectively purging all state entries immediately. This value is used

number of states) / (adaptive.end - adaptive.start). Defaults to 60% of to define the scale factor, it should not actually be reached (set a lower

the Firewall Maximum States value state limit, see below). Defaults to 120% of the Firewall Maximum States
value

Timeouts for states can be scaled adaptively as the number of state table entries grows. Leave blank to use default values, set to 0 to disable Adaptive
Timeouts.

198000 g
Maximum number of connections to hold in the firewall state table. Leave this blank for the system-dependent default (198000). Note: Changing this
value affects the state hash tables size which requires a reboot to take effect.

400000
Maximum number of table entries for systems such as aliases, sshguard, snort, etc, combined.
Note: Leave this blank for the default

5000

Maximum number of packet fragments to hold for reassembly by scrub rules. Leave this blank for the default (5000)
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VPN Packet Processing

1P Do-Not-Fragment
compatibility

1P Fragment Reassemble

Enable Maximum MSS

These setting will affect IPsec, OpenVPN and PPPOE Server network traffic

0 Clear invalid DF bits instead of dropping the packets

This allows for communications with hosts that generate fragmented packets with the don't fragment (DF) bt set. Linux NFS is known to do this. This
will cause the filter to not drop such packets but instead clear the don' fragment bit

[0 Reassemble IP Fragments until they form a complete packet

Reassemble IP Fragments for normalization. In this case, fragments are buffered until they form a complete packet, and only the completed packet is
passed on to the filter. The advantage is that filter rules have to deal only with complete packets, and can ignore fragments. The drawback of caching
fragments i the additional memory cost.

[ Enable MSS clamping on VPN traffic

Advanced Options

Disable Firewall

Static route filtering

Disable Auto-added VPN
rules

Disable reply-to

Disable Negate rules

Allow APIPA|

0 Disable all packet fitering.

Note: This converts pfSense into a routing only platform!
Note: This will also tun off NAT! To only disable NAT, and not firewall rules, visit the Outbound NAT page.

0 Bypass firewall rules for traffic on the same interface

This option only applies if one or more static routes have been defined. I it is enabled, traffic that enters and leaves through the same interface will not
be checked by the firewall. This may be desirable in some situations where multple subnets are connected to the same interface.

) Disable all auto-added VPN rules.
Note: This disables automatically added rules for IPsec.

0 Disable reply-to on WAN rules

With Multi-WAN it is generally desired to ensure traffic leaves the same interface it arrives on, hence reply-to is added automatically by default. When
using bridging, this behavior must be disabled f the WAN gateway IP is different from the gateway IP of the hosts behind the bridged interface.

0 Disable Negate rule on policy routing rules

With Multi-WAN it is generally desired to ensure traffic reaches directly connected networks and VPN networks when using policy routing. This can be
disabled for special purposes but it requires manually creating rules for these networks.

0 Allow APIPA traffic

Normally this traffic is dropped by the firewall, as APIPA traffic cannot be routed, but some providers may utilize APIPA space for interconnect
interfaces.
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Aliases Hostnames 300

Resolve Interval 1crval, in seconds, that will be used to resolve hostnames configured on aliases

Note: Leave this blank for the defauit (300s).

Check certificate of [ Verify HTTPS certificates when downloading alias URLs

aliasesURLS ke sure the certificate is valid for all HTTPS addresses on aliases. If it's not valid or is revoked, do not download it.

Bogon Networks

Update Frequency Monthly M
The frequency of updating the lsts of IP addresses that are reserved (but not RFC 1918) or not yet assigned by IANA.

Network Address Translation

NAT Reflection mode for | disabled v

port forwards « The Pure NAT mode uses a set of NAT rules to direct packets to the target of the port forward. It has better scalability, but it must be possible to

accurately determine the interface and gateway IP used for communication with the target at the time the rules are loaded. There are no inherent
limits to the number of ports other than the limits of the protocols. All protocols available for port forwards are supported.

« The NAT + Proxy mode uses a helper program to send packets to the target of the port forward. It is useful in setups where the interface and/or
gateway IP used for communication with the target cannot be accurately determined at the time the rules are loaded. Reflection rules are not
created for ranges larger than 500 ports and will not be used for more than 1000 ports total between all port forwards. This feature does not
support IPv6. Only TCP and UDP protocols are supported

Individual rules may be configured to override this system setting on a per-ule basis.

Reflection Timeout | 2000 <

Enter value for Reflection timeout in seconds.
Note: Only applies to Reflection on port forwards in NAT + proxy mode.

Enable NAT Reflectionfor [ Automatic creation of additional NAT redirect rules from within the intemal networks.

TANAT  Note: Reflection on 1:1 mappings is only for the inbound component of the 1:1 mappings. This functions the same as the pure NAT mode for port

forwards. For more details, refer to the pure NAT mode description above. Individual rules may be configured to override this system setting on a per-
ule basis.

Enable automatic (] Automatic create outbound NAT rules that direct traffic back out to the same subnet it originated from.

outbound NAT for - pequired for full functionality of the pure NAT mode of NAT Reflection for port forwards or NAT Reflection for 1:1 NAT. Note: This only works for
Reflection  5gsigned interfaces. Other interfaces require manually creating the outbound NAT rules that direct the reply packets back through the router.

TFTPProxy  WAN
ADM
LAN
DMZ

Choose the interfaces on which to enable TFTP proxy helper.
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TCP First
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TCP Closing
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DHCP Option:

Server Backend

RADVD Debug

DHCP6 Debug

Do not allow PD/Address
release

DHCP6 DUID

Raw DUID

(OkeaDHep ®ISC DHCP (Deprecated) 0 lgnore Deprecation Warning

1SC DHCP has reached end-of-life and will be removed from a future version of pfSense. Kea DHCP is the newer, modern DHCP distribution from ISC
that includes the most-requested features.

O Logall radvd log levels
[ Start DHCP6 client in debug mode

0 dhepée will send a release to the ISP on exit, some ISPs then release the allocated address or prefix. This option prevents that signal ever being
sent

Raw DUID: As stored in DUID file or seen in firewall logs v
A DHCPv6 Unique Identifier (DUID) is used by the firewall when requesting an IPv6 address.

By defaul, the firewall automatically creates  dynamic DUID-LLT which is not saved i the firewall configuration. To ensure that the same DUID is
retained by the firewall at all times, enter a DUID in this section. The new DUID wil take effect after a reboot or when the WAN interface(s) are
reconfigured by the firewall,

If the firewall is configured to use a RAM disk for /var, the best practice is to store a DUID here; otherwise, the DUID will change on each reboot.

©e:00:00:01:00:01:2e:0f: ff:33:00:17:3d:29:30:a8

4

You may use the Copy DUID button to copy the system detected DUID shown in the placeholder
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IPV6 Optio

Allow IPV6.

IPV6 over IPv4 Tunneling

Prefer IPv4 over IPvé

1Pv6 DNS entry

Al IPV6 traffic will be blocked by the firewall unless this box is checked
NOTE: This does not disable any IPv6 features on the firewall, it only blocks traffic.

O Enable IPv6 over IPv4 tunneling
These options create an RFC 2893 compatible mechanism for IPv4 NAT encapsulation of IPv6 packets, that can be used to tunnel IPv6 packets over
1Pv4 routing infrastructures. IPv6 firewall rules are also required, to control and pass encapsulated traffic

[0 Prefer to use IPv4 even if IPv6 is available

By default,if IPV6 is configured and a hostname resolves IPv6 and IPv4 addresses, IPv6 will be used. If this option is selected, IPv4 will be preferred
over IPV.

0 Do not generate local IPv6 DNS entries for LAN interfaces
If a LA interface's IPv6 configuration is set to Track, and the tracked interface loses connectivity, it can cause connections to this firewall that were
established via hostname to fail. This can happen unintentionally when accessing the firewall by hostname, since by default both IPv4 and IPv6 entries
are added to the systemis DNS. Enabling this option prevents those IPv6 records from being created.

Network Interfaces

Hardware Checksum
Offloading

Hardware TCP
‘Segmentation Offloading

hn ALTQ support

ARP Handling

Reset Al States

[0 Disable hardware checksum offload

Checking this option will isable hardware checksum offloading.
Checksum offloading is broken in some hardware, particularly some Realtek cards. Rarely, drivers may have problems with checksum offloading and
some specific NICs. This will take effect after a machine reboot or re-configure of each interface.

Disable hardware TCP segmentation offload

Checking this option will isable hardware TCP segmentation offioading (TS, TSO4, TS06). This offloading is broken in some hardware drivers, and
may impact performance with some specific NICs. This will take effect after a machine reboot or re-configure of each interface.

Disable hardware large receive offload

Checking this option will isable hardware large receive offloading (LRO). This offloading is broken in some hardware drivers, and may impact
performance with some specific NICs. This willtake effect after a machine reboot or re-configure of each interface.

Enable the ALTQ support for hn NICs.

Checking this option will enable the ALTQ support for hn NICs. The ALTQ support disables the multiqueue API and may reduce the system capability to
handle traffic. This wil take effect after a machine reboot

[ Suppress ARP messages
This option will suppress ARP log messages when multiple interfaces reside on the same broadcast domain.

[ Reset all states if WAN IP Address changes.
This option resets all states when a WAN IP Address changes instead of only states associated with the previous IP Address.
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Proxy Support

Proxy URL

Proxy Port

Proxy Username

Proxy Password

0 J

Hostname or IP address of proxy server this system will use for its outbound Intemet access.

Port where proxy server s listening.

Username for authentication to proxy server. Optional, leave blank to not use authentication.

Proxy Password Proxy Password

Password for authentication to proxy server. Confirm

Load Balancil

Load Balancing

[0 Use sticky connections 0

Successive connections will be redirected via gateways in a round-robin  Set the source tracking timeout for sticky connections in seconds. By
manner with connections from the same source being sent via the same  defaultthis is 0, 5o source tracking is removed as soon as the state
gateway. This "sticky connection” will exist as long as there are states expires. Setting this timeout higher will cause the source/destination
that refer to this connection. Once the states expire, so will e sticky relationship to persist for longer periods of time.

‘connection. Further connections from that host will be redirected via the
next gateway in the round robin.
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Power Savings - PowerD

AC Power

Battery Power

Unknown Power

O Enable PowerD

The powerd utiity monitors the system state and sets various power control options accordingly. It offers four modes (maximum, minimum, adaptive
and hiadaptive) that can be individually selected while on AC power or batteries. The modes maximum, minimum, adaptive and hiadaptive may be
abbreviated max, min, adp, hadp. Maximum mode chooses the highest performance values. Minimum mode selects the lowest performance values to
get the most power savings. Adaptive mode attempts to strike a balance by degrading performance when the system appears idle and increasing it
when the system is busy. It offers a good balance between a small performance loss for greatly increased power savings. Hiadaptive mode s alike

adaptive mode, but tuned for systems where performance and interactivity are more important than power consumption. t raises frequency faster,
drops slower and keeps twice lower CPU load.

Hiadaptive v
Hiadaptive v
Hiadaptive v

Cryptographic & Thermal Hardware

Cryptographic Hardware

‘Thermal Sensors

None v

Acryptographic accelerator module will use hardware support to speed up some cryptographic functions on systems which have the chip. Loading the
BSD Crypto Device module will allow access to acceleration devices using drivers buit into the kemel, such as Hifn or ubsec chipsets. f the firewall
does not contain a crypto chip, tis option will have no effect. To unload the selected module, set this option to ‘none’ and then reboot.

None/ACPI v

With a supported CPU, selecting a thermal sensor will load the appropriate driver to read its temperature. Setting this to ‘None" will attempt to read the
temperature from an ACPI-compliant motherboard sensor instead, if one is present.If there is not a supported thermal sensor chip in the system, this
option will have no effect. To unload the selected module, set this option to "none" and then reboot.

Kernel Page Table Isolation

Kemel PTI

O Forcefully disable the kernel PTI
Meftdown workaround. If disabled the kemel memory can be accessed by unprivileged users on affected CPUs. This option forces the workaround off,
and requires a reboot to activate.

PTlis active by default only on affected CPUs, if PTI is disabled by default then this option will have no effect.
Current PTl status: Enabled
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Microarchitectural Data Sampling Mitigation

MDSMode | Mitigation disabled v

Microarchitectural Data Sampling mitigation. If disabled the kemel memory can be accessed by unprivileged users on affected CPUs. This option
controls which method of MDS mitigation is used, if any.

Current MDS status: Inactive
Schedules

Schedule States  [] Do not kill connections when schedule expires

By default, when a schedule expires, connections permitted by that schedule are killed. This option overrides that behavior by not clearing states for
existing connections.

Gateway Monitoring

State Killing on Gateway Do not kil states on gateway failure M

Fallure . irols the state killing behavior when a gateway is down during a filter reload. Killing states for specific down gateways only affects states created

by policy routing rules and reply-to. Behaviors except *Flush all’ can be overridden on a per-gateway basis. Not triggered by gateways with monitoring
disabled, monitoring action disabled, or which have been forced down. May not have any effect on dynamic gateways during a link loss event.

Skip rules when gateway [ Do not create rules when gateway is down

isdown By default, when a rule has a gateway specified and this gateway is down, the rule is created omitting the gateway. This option overrides that behavior

by omitting the entire rule instead.

Static routes [ Do not add static routes for gateway monitor IP addresses

By default the firewall adds static routes for gateway monitor IP addresses to ensure traffic to the monitor IP address leaves via the correct interface.
Enabling this checkbox overrides that behavior.

PHP Settings

Memory Limit | 128 10 1473 <

PHP memory limit in MiB.
Note: Leave this blank for the default. On this system the default size is: 512
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Use RAM Disks (] Use memory file system for /tmp and /var
Check this option to use /tmp and /var as RAM disks (in-memory fle system disks) rather than the hard disk.

NOTE: Setting this will erase the current data in /tmp and /var. RRD, DHCP leases, log directory and Captive Portal data will be retained. Changing this
setting will cause the firewall to reboot after saving.

RAMDisksize | 40 8 60 g
/tmp RAM Disk /var RAM Disk
Do not set lower than 40. Do not set lower than 60.
Current usage: 160 KiB Current usage: 260 KiB

Sets the size, in MiB, for the RAM disks. Ensure each RAM disk is large enough to contain the current contents of the directories in question
Maximum total size of all RAM disks cannot exceed available memory and swap space: 2.42 GiB

NOTE: If /tmp and /var RAM disk usage exceeds the available free RAM (1.42 GiB), the RAM disks will use swap memory which leads to disk activity.

Periodic RAM Disk Data | | 10 24 hours. g 110 24 hours g 110 24 hours g 1 t0 24 hours e
Backups  RRD Data DHCP Leases Log Directory Captive Portal Data

Sets the interval, in hours, to periodically backup these portions of RAM disk data so they can be restored automatically on the next boot. Keep in mind
that the more frequent the backup, the more writes will happen to the media.

Hardware Settings

Hard disk standby time | Always on v

Puts the hard disk into standby mode when the selected number of minutes has elapsed since the last access.
Do not set this for CF cards.

Installation Feedback

Netgate Device ID [ Do NOT send Netgate Device ID with user agent
Enable this option to not send Netgate Device ID as part of User-Agent header.
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System/ Advanced/ System Tunables e

Admin Access Firewall & NAT Networking Miscellaneous ~ System Tunables Notifications

System Tunables

NOTE: The options on this page are intended for use by advanced users only.

Tunable Name Description Value +
net.inet.ip.portrange first 1024 vV
netinet.tcp blackhole Do not send RST on segments to closed ports 2 v
netinet.udp blackhole Do not send port unreachables for refused connects 1 Vi
netinetip.random_id Assign random ip_id values 1 v
netinettcp.drop_synfin Drop TCP packets with SYN+FIN set 1 Vi
netinet.ip.redirect Enable sending IP redirects 1 v
net.ineté.ipé.redirect ‘Send ICMPV6 redirects for unforwardable IPv6 packets 1 Vi
net.ineté.ip6.use_tempaddr Create RFC3041 temporary addresses for autoconfigured addresses 0 v
net.ineté.ip6.prefer_tempaddr Prefer RFC3041 temporary addresses in source address selection 0 Vi
netinet.tcp.syncookies Use TCP SYN cookies if the syncache overflows 1 v
netinet.tcp.recvspace Initial receive socket buffer size 65228 Vi
netinettcp.sendspace Initial send socket buffer size 65228 v
netinet tcp.delayed_ack Delay ACK to try and piggyback it onto a data packet 0 Vi
netinet.udp.maxdgram Maximum outgoing UDP datagram size 57344 v
net link bridge.pfil_onlyip Only pass IP packets when pfilis enabled 0 Vi
net link bridge.pfil_member Packet filter on the member interface 1 v
net link bridge.pfi_bridge Packet filter on the bridge interface. 0 Vi
netlink tap.user_open Enable legacy devfs interface creation for all users 1 v
netlink.vian.mtag_pcp Retain VLAN PCP information as packets are passed up the stack 1 Vi
kem.randompid Random PID modulus. Special values: 0: disable, 1: choose random value 347 P
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netinetip.intr_queue_maxlen
hw.syscons kbd_reboot
netinet.tcp.log_debug

net.inet.tcp.tso

net.ineticmp.icmplim

vis.read_max

kemn.ipc.maxsockbuf
net.inet.ip.process_options
ker.random harvest mask
net.route.netisr_maxglen
netinetudp.checksum
net.ineticmp.reply_from_interface
net.inet.ip6.rfc6204w3

netkey preferred_oldsa
net.inet.carp.senderr_demotion_factor
netpfsync.carp_demotion._factor
net.raw.recvspace

net.raw.sendspace
net.inet.raw.recvspace
net.net.raw.maxdgram

kern.corefile

Maximum size of the IP input queue
enable keyboard reboot

Log errors caused by incoming TCP segments
Enable TCP Segmentation Offload

Maximum number of ICMP responses per second
Cluster read-ahead max block count

Maximum socket buffer size

Enable IP options processing ([LSISRR, R, TS)
Entropy harvesting mask

maximum routing socket dispatch queue length

compute udp checksum

ICMP reply from incoming interface for norvlocal packets

Accept the default router st from ICMPv6 RA messages even when packet forwarding is enabled

Send error demotion factor adjustment

pfsync's CARP demotion factor adjustment

Maximum space for incoming raw IP datagrams.
Maximum outgoing raw IP datagram size

Process corefile name format string

1000

0

32

4262144

0

351

1024

0

65536

65536

131072

131072

AN AT IR T T TR SR SR A AR N Y

/root/%N.core




image23.png
System / Advanced/ Notifications e

Admin Access Firewall & NAT Networking Miscellaneous ~ System Tunables Notifications

General Settings

Certificate Expiration

Ignore Revoked

Certificate Expiration
Threshold

Enable daily notifications of expired and soon-to-expire certificates

When enabled, the firewall will check CA and Certificate expiration times daily and file notices when expired or soon-to-expire entries are detected.

O lgnore notifications for revoked certificates
When enabled, the firewall will NOT check expiring for revoked (at least once) certificates

27 g

The number of days at which a certificate lifetime is considered to be expiring soon and worthy of notification. Default s 27 days.

Disable SMTP

SMTP Port of E-Mail
server

Connection timeout to
E-Mail server

‘Secure SMTP Connection

Validate SSL/TLS

From e-mail address

[0 Disable SMTP Notifications.

Check this option to disable SMTP notifications but preserve the settings below. Some other mechanisms, such as packages, may need these settings
in place to function.

This is the FQDN or IP address of the SMTP E-Mail server to which notifications will be sent

This is the port of the SMTP E-Mail server, typically 25, 587 (submission) or 465 (smtps)

This is how many seconds it will wait for the SMTP server to connect. Default is 20s.

[0 Enable SMTP over SSL/TLS

Validate the SSL/TLS certificate presented by the server

When disabled, the server certificate will not be validated. Encryption will sill be used if available, but the identity of the server will not be confirmed.

This is the e-mail address that will appear in the from field.
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Notification E-Mail
address

Notification E-Mail auth
username (optional)

Notification E-Mail auth
password

Notification E-Mail auth
‘mechanism

Test SMTP Settings

ounds

Enter the e-mail address to send email notifications to.

Enter the e-mail address usemame for SVTP authentication.

Notification E-Mail auth password Notification E-Mail auth password
Enter the e-mail account password for SMTP authentication. Confirm
PLAIN v

Select the authentication mechanism used by the SMTP server. Most work with PLAIN, some servers like Exchange or Office365 might require LOGIN

1% Test SMTP Settings

Atest notification will be sent even if the service is marked as disabled. The last SAVED values will be used, not necessarily the values entered here.

|

Console Bell

Startup/Shutdown Sound

Enable the console bell
When checked, emergency console messages, such as from a GUI login, willtrigger a bellin connected consoles including serial terminals. On devices
with a speaker, such messages can trigger an audible beep.

0 Disable the startup/shutdown beep
When this is checked, startup and shutdown sounds will no longer play through the buit-in PC speaker. Has no effect on devices without a speaker.

Telegram

Enable Telegram

APl Key

Chat ID

Test Telegram Settings

[ Enable Telegram Notifications

Check this option to enable Telegram notifications.
You will need a Telegram Bot and its associated AP! key. Instructions here.

123456789:ABCDEabcde_FGHLJfghijKLMNOKImnoPQRST
Enter the Bot AP! key required to authenticate with the Telegram AP server.

123456789
Enter the chat ID number (private) or channel @username (public) that will be used to send the notifications to.

A Test Telegr

Atest notification will be sent even if the service is not enabled. The last SAVED values will be used, not necessarily the values displayed here.
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Enable Pushover ] Enable Pushover Notifications

Check this option to enable Pushover notifications.
An API key will need to be created and entered along with the Pushover account user key. API documentation.

APIKey [ 2zGDORePK8gMaCOQOYAMyEEuZJnyUi
Enter the API key required to authenticate with the Pushover API server. Create API key here.

UserKey [ uQiRzpo4DXghDmr9QzzfQu27cmVRsG

Enter user key of the Pushover account

Notification Sound | Device Default v

Select notification sound. Notification Sound documentation with audio.

Message Priority | Normal Priority v

Select message priority. Message Priority documentation.

Emergency Priority | 60 g
Notifcation Retry Interval 11 <pecifies how often (in seconds) the Pushover servers willsend the same notifcation for Emergency Priorty notifications until the notification is
acknowledged

This parameter must have a value of at least 30 seconds between retries. Default is 1 minute,

Emergency Priority | 300 8
Notification Expiration "o cifies how many seconds the nofifications will continue to be retried (every retry seconds) for Emergency Priority notifications until the
notification is acknowledged.

This parameter must have a maximum value of at most 10800 seconds (3 hours). Default is 5 minutes.

Test Pushover Settings  [P7ETS tting

Atest notification will be sent even if the service is not enabled. The last SAVED values will be used, not necessarily the values displayed here.
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Enable Slack  [] Enable Slack Notifications

Check this option to enable Slack notifications.
You will need a Slack AP! key. See Instructions here.

APIKey [ 123456789ABCDEabcde_FGHIJfghiKLMNOKImnoPQRST
Enter the Slack API key.

Slack Channel

Enter the Slack Channel name that will be used to send the notifications to.

Test Slack Settings  BYRTRRINISPIY

Atest notification will be sent even if the service is not enabled. The last SAVED values will be used, not necessarily the values displayed here.
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Interfaces / Interface Assignments

Interface Assignments  Interface Groups ~ Wireless  VLANs Qs PPPs  GREs  GIFs  Bridges
Interface Network port
WAN ['em0 (00:0¢:82:41:70:50) v
ADM em1 (00:c0:11:126e:41) v
LAN em2 (00:20:c9:14:73:81) v
DMZ em3 (ad:c0:c7:4b:f4:4c) v

Interfaces that are configured as members of a lagg(4) interface will not be shown.

Wireless interfaces must be created on the Wireless tab before they can be assigned.

LAGGS

@
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Interfaces / WAN (em0)

General Col

1Pv4 Configuration Type

1PV6 Configuration Type

MAC Address

Mss

‘Speed and Duplex

Stat

IPv4 Address

1Pv4 Upstream gateway

iguration

it

Enable interface

WAN

Enter a description (name) for the interface here.

Static IPv4. v

None v

XKXXHCXXXCKK

This field can be used to modify (‘spoof’) the MAC address of this interface.
Enter a MAC address in the following format: xx:xxxixcxxxx of leave blank.

If this field is blank, the adapter's default MTU will be used. This s typically 1500 bytes but can vary in some circumstances.

If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and
minus 60 for IPv6 (TCP/IPv6 header size) will be in effect.

Default (no preference, typically autoselect) v

Explicitly set speed and duplex mode for this interface.
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced.

Configuration

10.15.97.253 /|30 v

WANGW -10.15.97.254 v

If this interface is an Internet connection, select an existing Gateway from the list or add a new one using the "Add" button
Onlocal area network interfaces the upstream gateway should be ‘none".

Selecting an upstream gateway causes the firewall to treat this interface as a WAN type interface.

Gateways can be managed by clicking here.
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R d Net:

Block private networks
and loopback addresses

Block bogon networks

orks

o

Blocks traffic from IP addresses that are reserved for private networks per RFC 1918 (10/8, 172.16/12, 192.168/16) and unique local addresses per
RFC 4193 (fc00:/7) as well as loopback addresses (127/8). This option should generally be turned on, unless this network interface resides in such a
private address space, too.

Blocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that should never appear in the Internet
routing table, and so should not appear as the source address in any packets received.

This option should only be used on external interfaces (WANs), it s not necessary on local interfaces and it can potentially block required local traffic.
Note: The update frequency can be changed under System > Advanced, Firewall & NAT settings.
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Interfaces / ADM (em1)

it

General C uration
Enable Enable interface
Description | ADM
Enter a description (name) for the interface here.
1Pv4 Configuration Type | Static [Pv4 v
1PV6 Configuration Type | None v

MAC Address | oo

This field can be used to modify (‘spoof’) the MAC address of this interface.
Enter a MAC address in the following format: xx:xxxixcxxxx of leave blank.

MTU z
If this field is blank, the adapter's default MTU will be used. This s typically 1500 bytes but can vary in some circumstances.

mss z
If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and

minus 60 for IPv6 (TCP/IPv6 header size) will be in effect.

Speedand Duplex | Default (no preference, typically autoselect) v

Explicitly set speed and duplex mode for this interface.
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced.

1Pv4 Configuration

1Pv4 Address 192.168.253.1 /130 v

IPv4 Upstream gateway ~ None v

If this interface is an Internet connection, select an existing Gateway from the list or add a new one using the "Add" button
Onlocal area network interfaces the upstream gateway should be ‘none".

Selecting an upstream gateway causes the firewall to treat this interface as a WAN type interface.

Gateways can be managed by clicking here.
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Block private networks
and loopback addresses

Block bogon networks

o

Blocks traffic from IP addresses that are reserved for private networks per RFC 1918 (10/8, 172.16/12, 192.168/16) and unique local addresses per
RFC 4193 (fc00:/7) as well as loopback addresses (127/8). This option should generally be turned on, unless this network interface resides in such a
private address space, too.

o

Blocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that should never appear in the Internet
routing table, and so should not appear as the source address in any packets received.

This option should only be used on external interfaces (WANs), it s not necessary on local interfaces and it can potentially block required local traffic.
Note: The update frequency can be changed under System > Advanced, Firewall & NAT settings.
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Interfaces / LAN (em2)

General Col

1Pv4 Configuration Type

1PV6 Configuration Type

MAC Address

Mss

‘Speed and Duplex

uration

it

Enable interface

LAN

Enter a description (name) for the interface here.

Static IPv4. v

None v

XKXXHCXXXCKK

This field can be used to modify (‘spoof’) the MAC address of this interface.
Enter a MAC address in the following format: xx:xxxixcxxxx of leave blank.

If this field is blank, the adapter's default MTU will be used. This s typically 1500 bytes but can vary in some circumstances.

If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and
minus 60 for IPv6 (TCP/IPv6 header size) will be in effect.

Default (no preference, typically autoselect) v

Explicitly set speed and duplex mode for this interface.
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced.

Static IPv4 Configuration

IPv4 Address

1Pv4 Upstream gateway

192.168.0.254 /|24 v

None v

If this interface is an Internet connection, select an existing Gateway from the list or add a new one using the "Add" button
Onlocal area network interfaces the upstream gateway should be ‘none".

Selecting an upstream gateway causes the firewall to treat this interface as a WAN type interface.

Gateways can be managed by clicking here.
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R d Net:

Block private networks
and loopback addresses

Block bogon networks

orks

o

Blocks traffic from IP addresses that are reserved for private networks per RFC 1918 (10/8, 172.16/12, 192.168/16) and unique local addresses per
RFC 4193 (fc00:/7) as well as loopback addresses (127/8). This option should generally be turned on, unless this network interface resides in such a
private address space, too.

o

Blocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that should never appear in the Internet
routing table, and so should not appear as the source address in any packets received.

This option should only be used on external interfaces (WANs), it s not necessary on local interfaces and it can potentially block required local traffic.
Note: The update frequency can be changed under System > Advanced, Firewall & NAT settings.
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Interfaces / DMZ (em3) =@

General Col ration

Enable interface

Description | DMZ

Enter a description (name) for the interface here.

IPv4 Configuration Type | Static IPv4 v
IPv6 Configuration Type | None v
MAC Address | oo

This field can be used to modify (‘spoof’) the MAC address of this interface.
Enter a MAC address in the following format: xx:xxxixcxxxx of leave blank.

MTU z
If this field is blank, the adapter's default MTU will be used. This s typically 1500 bytes but can vary in some circumstances.
mss z
If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and
minus 60 for IPv6 (TCP/IPv6 header size) will be i effect.
Speedand Duplex | Default (no preference, typically autoselect) v

Explicitly set speed and duplex mode for this interface.
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced.

Configuration

IPv4 Address  172.16.0.1 /|32 v

IPv4 Upstream gateway ~ None v

If this interface is an Internet connection, select an existing Gateway from the list or add a new one using the "Add" button
Onlocal area network interfaces the upstream gateway should be ‘none".

Selecting an upstream gateway causes the firewall to treat this interface as a WAN type interface.

Gateways can be managed by clicking here.
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ed Networks

Block private networks
and loopback addresses

Block bogon networks

o

Blocks traffic from IP addresses that are reserved for private networks per RFC 1918 (10/8, 172.16/12, 192.168/16) and unique local addresses per
RFC 4193 (fc00:/7) as well as loopback addresses (127/8). This option should generally be turned on, unless this network interface resides in such a
private address space, too.

o

Blocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that should never appear in the Internet
routing table, and so should not appear as the source address in any packets received.

This option should only be used on external interfaces (WANs), it s not necessary on local interfaces and it can potentially block required local traffic.
Note: The update frequency can be changed under System > Advanced, Firewall & NAT settings.
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Firewall / Rules/ WAN w B @

Floating WAN ADM LAN DMZ

Rules (Drag to Change Order)

) States  Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
X 0154k * Reserved . s . s * Blockbogon networks &%
Not assigned by IANA
O v ooB IPV4ICMP  * R R none &S O00mx
any

© v
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pfSense 2.7.2-RELERSE and64 20231286-2818
Bootup conplete

FreeBSD/and64 (pfSense.fruit_hns.arpa) (ttyve)

QEMU Guest - Netgate Device ID: 7824c28f4b@b6B6abeed

»xx Helcome to pfSense 2.7.2-RELEASE (amd64) on pfSense xxx

WAN (wan) -> end
ADH (lan) -> en1 192.
LAN (opt1) -> en2 192.
DHZ (opt2) -> en3 172.
8) Logout (SSH only) 9)
1) Assign Interfaces 18)
2) Set interface(s) IP address 11
3) Reset webConfigurator password 12
4) Reset to factory defaults 13)
5) Reboot system 14)
6) Halt system 15)
7) Ping host 16)
8) Shell

Enter an option: |

18.15.97.253/38

168.253.1/30
168.8.254/24
16.8.1/32

pfTop
Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update fron console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM
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Firewall / Rules/ ADM w B @

Floating ~ WAN ADM LAN DMZ

Rules (Drag to Change Order)
@] States. Protocol Source Port  Destination Port  Gateway Queue Schedule Description Actions
v 1/475 KiB * * * 'ADM Address 443 * * Anti-Lockout Rule -3

80

No rules are currently defined for this interface
Allincoming connections on this interface will be blocked until pass rules are added. Click the button to add a new rule.

opy
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Firewall / Rules/ LAN w B @

Floating WAN ADM LAN DMZ

Rules (Drag to Change Order)
) States Protocol  Source  Port Destinaton  Port Gateway  Queue  Schedule  Description Actions
O v 03368 I * * * * * none $,00mx
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Services / Auto Configuration Backup / Settings e

Settings  Restore

Config Ba

Backup Frequency

Encryption Password

Hint/Identifier

Manual backups to keep

Descending Order by

Backup now

(D) Enable automatic configuration backups

Auto Configuration Backup automatically encrypts configuration backup content using the Encryption Password below and then securely uploads the
encrypted backup over HTTPS to Netgate servers.

® Automatically backup on every configuration change
O Automatically backup on a regular schedule

*Encryption Password *Encryption Password

The best practice for security is to use a long and complex password. Confirm

You may optionally provide an identifier which will be stored in plain text along with each encrypted backup. This may allow the Netgate support team
to locate your key should you lose it

It may be useful to specify how many manual backups are retained on the server so that automatic backups do not overwrite them. A maximum of 50
retained manual backups (of the 100 total backups) is permitted.

0 List backups in descending order
List backups in descending order (newest irst) when viewing the restore section.
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Services / DHCP Server / LAN CowEe

ISC DHCP has reached end-of-life and will be removed in a future version of pfSense. Visit System > Advanced > Networking to switch DHCP backend.
WAN ADM LAN

General DHCP Options

DHCP Backend  ISC DHCP

Enable Enable DHCP server on LAN interface

BOOTP (] Ignore BOOTP queries

Deny Unknown Clients | Allow all clients

When set to Allow all clients, any DHCP client will get an IP address within this scope/range on this interface. If set to Allow known clients from any
interface, any DHCP client with a MAC address listed in a static mapping on any scope(s)/interface(s) will get an IP address. If set to Allow known
clients from only this interface, only MAC addresses listed in static mappings on this interface will get an IP address within this scope/range.

Ignore Denied Clients (] Ignore denied clients rather than reject

This option is not compatible with failover and cannot be enabled when a Failover Peer IP address is configured.

Ignore Client Identifiers (] Do not record a unique identifier (UID) in client lease data if present in the client DHCP request

This option may be useful when a client can dual boot using different client identifiers but the same hardware (MAC) address. Note that the resulting
server behavior violates the official DHCP specification.

Primary Address Pool
Subnet 192.168.0.0/24
‘Subnet Range 192.168.0.1-192.168.0.254

Address PoolRange  192.168.0.32 192.168.0.63
From To

The specified range for this pool must not be within the range configured on any other address pool for this interface.

Additional Pools.

If additional pools of addresses are needed inside of this subnet outside the above range, they may be specified here.
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Server Options

WINS Servers | WINS Server 1
WINS Server 2
DNSServers 8888
8844
DNS Server3

DNS Server 4

OMAPI

OMAPIPort | OMAPI Port
Setthe port that OMAPI will listen on. The default port is 7911, leave blank to disable. Only the first OMAPI configuration is used.

OMAPI Key OMAPI Key [ Generate New Key
Enter a key matching the selected algorithm Generate a new key based
to secure connections to the OMAP endpoint. on the selected algorithm.

Key Algorithm HMAC-SHA256 (current bind9 default) v

Set the algorithm that OMAP! key will use.
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ther DHCP Options

Gateway

Domain Name

Domain Search List

Default Lease Time

Maximum Lease Time

Failover peer IP

Static ARP

Time format change

Statistics graphs

Ping check

192.168.0.254

The default is to use the IP address of this firewall interface as the gateway. Specify an altemate gateway here if this is not the correct gateway for the
network. Enter "none’ for no gateway assignment.

fruit_hns.arpa

The default is to use the domain name of this firewall as the default domain name provided by DHCP. An alternate domain name may be specified here.

example.comsub.example.com

The DHCP server can optionally provide a domain search list. Use the semicolon character as separator.

7200 g

This is used for clients that do not ask for a specific expiration time. The default is 7200 seconds.

86400 e

This is the maximum lease time for clients that ask for a specific expiration time. The default is 86400 seconds.

Leave blank to disable. Enter the interface IP address of the other firewall (failover peer) in this subnet. Firewalls must be using CARP. Advertising skew
of the CARP VIP on this interface determines whether the DHCP daemon is Primary or Secondary. Ensure the advertising skew for the VIP on one
firewall is < 20 and the other is > 20,

(] Enable Static ARP entries

Restricts communication with the firewall to only hosts listed in static mappings containing both IP addresses and MAC addresses. No other hosts will
be able to communicate with the firewall on this interface. This behavior is enforced even when DHCP server is disabled.

[0 Change DHCP display lease time from UTC to local time

By default DHCP leases are displayed in UTC time. By checking this box DHCP lease time will be displayed in local time and set to the time zone
selected. This will be used for all DHCP interfaces lease time.

O Enable monitoring graphs for DHCP lease statistics
Enable this to add DHCP leases statistics to the Monitoring graphs. Disabled by default

0 Disable ping check
When enabled dhcpd sends a ping to the address being assigned, and if no response has been heard, it assigns the address. Enabled by defauit
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Custom DHCP Options.
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Services / DHCP Server / ADM CowEe

ISC DHCP has reached end-of-life and will be removed in a future version of pfSense. Visit System > Advanced > Networking to switch DHCP backend.

WAN ADM LAN

General DHCP Options
DHCP Backend  ISC DHCP.
Enable ([ Enable DHCP server on ADM interface
BOOTP (] Ignore BOOTP queries

Deny Unknown Clients | Allow all clients

When set to Allow all clients, any DHCP client will get an IP address within this scope/range on this interface. If set to Allow known clients from any
interface, any DHCP client with a MAC address listed in a static mapping on any scope(s)/interface(s) will get an IP address. If set to Allow known
clients from only this interface, only MAC addresses listed in static mappings on this interface will get an IP address within this scope/range.
Ignore Denied Clients (] Ignore denied clients rather than reject
This option is not compatible with failover and cannot be enabled when a Failover Peer IP address is configured.
Ignore Client Identifiers (] Do not record a unique identifier (UID) in client lease data if present in the client DHCP request
This option may be useful when a client can dual boot using different client identifiers but the same hardware (MAC) address. Note that the resulting

server behavior violates the official DHCP specification.

Primary Address Pool

Subnet  192.168.253.0/30
SubnetRange  192.168.253.1-192.168.253.2

Address PoolRange | 192168.0.32 192.168.0.64
From To

The specified range for this pool must not be within the range configured on any other address pool for this interface.

Additional Pools.

If additional pools of addresses are needed inside of this subnet outside the above range, they may be specified here.
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Server Options

WINS Servers | WINS Server |
WINS Server 2

DNSServers 1921682531
DNS Server 2

DNS Server 3

DNS Server 4

OMAPI

OMAPIPort | OMAPI Port
Setthe port that OMAPI will listen on. The default port is 7911, leave blank to disable. Only the first OMAPI configuration is used.

OMAPI Key OMAPI Key [] Generate New Key
Enter a key matching the selected algorithm Generate a new key based
to secure connections to the OMAP endpoint. on the selected algorithm.

Key Algorithm HMAC-SHA256 (current bind9 default) v

Set the algorithm that OMAP! key will use.
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Time format change
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192.168.253.1

The default is to use the IP address of this firewall interface as the gateway. Specify an altemate gateway here if this is not the correct gateway for the
network. Enter "none’ for no gateway assignment.

fruit_hns.arpa

The default is to use the domain name of this firewall as the default domain name provided by DHCP. An alternate domain name may be specified here.

example.comsub.example.com

The DHCP server can optionally provide a domain search list. Use the semicolon character as separator.

7200 g

This is used for clients that do not ask for a specific expiration time. The default is 7200 seconds.

86400 e

This is the maximum lease time for clients that ask for a specific expiration time. The default is 86400 seconds.

Leave blank to disable. Enter the interface IP address of the other firewall (failover peer) in this subnet. Firewalls must be using CARP. Advertising skew
of the CARP VIP on this interface determines whether the DHCP daemon is Primary or Secondary. Ensure the advertising skew for the VIP on one
firewall is < 20 and the other is > 20,

(] Enable Static ARP entries

Restricts communication with the firewall to only hosts listed in static mappings containing both IP addresses and MAC addresses. No other hosts will
be able to communicate with the firewall on this interface. This behavior is enforced even when DHCP server is disabled.

[0 Change DHCP display lease time from UTC to local time

By default DHCP leases are displayed in UTC time. By checking this box DHCP lease time will be displayed in local time and set to the time zone
selected. This will be used for all DHCP interfaces lease time.

O Enable monitoring graphs for DHCP lease statistics
Enable this to add DHCP leases statistics to the Monitoring graphs. Disabled by default

0 Disable ping check
When enabled dhcpd sends a ping to the address being assigned, and if no response has been heard, it assigns the address. Enabled by defauit
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Community Support at the point of sale or installed pfSense on your own

Version 2.7.2-RELEASE (amd6d) hardware, you have access to various community support resources. This includes
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FreeBSD 14.0-CURRENT
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CPUType QEMU Virtual CPU version 2.5+ « Upgrade Your Support « Community Support Resources
2CPUs: 1 package(s) x 2 core(s)
AESNI CPU Crypto: No « Netgate Global Support FAQ « Official pfSense Training by Netgate
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ISC DHCP has reached end-of-life and will be removed in a future version of pfSense. Visit System > Advanced > Networking to switch DHCP backend.

WAN ADM LAN

General DHCP Option

DHCP Backend  ISC DHCP

Enable ([ Enable DHCP server on WAN nterface
BOOTP (] Ignore BOOTP queries

Deny Unknown Clients | Allow all clients v

When set to Allow all clients, any DHCP client will get an IP address within this scope/range on this interface. If set to Allow known clients from any
interface, any DHCP client with a MAC address listed in a static mapping on any scope(s)/interface(s) will get an IP address. If set to Allow known
clients from only this interface, only MAC addresses listed in static mappings on this interface will get an IP address within this scope/range.

Ignore Denied Clients (] Ignore denied clients rather than reject
This option is not compatible with failover and cannot be enabled when a Failover Peer IP address is configured.

Ignore Client Identifiers (] Do not record a unique identifier (UID) in client lease data if present in the client DHCP request

This option may be useful when a client can dual boot using different client identifiers but the same hardware (MAC) address. Note that the resulting
server behavior violates the official DHCP specification.
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10.15.97.253-10.15.97.254

From To

The specified range for this pool must not be within the range configured on any other address pool for this interface.

If additional pools of addresses are needed inside of this subnet outside the above range, they may be specified here.

Server Options

WINS Servers

DNS Servers

WINS Server 1

WINS Server 2

10.15.97.253

DNS Server 2

DNS Server 3

DNS Server 4

OMAPI

©OMAPI Port

OMAPI Key

Key Algorithm

OMAPI Port
Setthe port that OMAPI will listen on. The default port is 7911, leave blank to disable. Only the first OMAPI configuration is used.

OMAPI Key [ Generate New Key
Enter a key matching the selected algorithm Generate a new key based
to secure connections to the OMAP endpoint. on the selected algorithm.

HMAC-SHA256 (current bind default) v

Set the algorithm that OMAP! key will use.




image50.png
ther DHCP Options

Gateway

Domain Name

Domain Search List

Default Lease Time

Maximum Lease Time

Failover peer IP

Static ARP

Time format change

Statistics graphs

Ping check

10.15.97.253

The default is to use the IP address of this firewall interface as the gateway. Specify an altemate gateway here if this is not the correct gateway for the
network. Enter "none’ for no gateway assignment.

fruit_hns.arpa

The default is to use the domain name of this firewall as the default domain name provided by DHCP. An alternate domain name may be specified here.

example.comsub.example.com

The DHCP server can optionally provide a domain search list. Use the semicolon character as separator.

7200 g

This is used for clients that do not ask for a specific expiration time. The default is 7200 seconds.

86400 e

This is the maximum lease time for clients that ask for a specific expiration time. The default is 86400 seconds.

Leave blank to disable. Enter the interface IP address of the other firewall (failover peer) in this subnet. Firewalls must be using CARP. Advertising skew
of the CARP VIP on this interface determines whether the DHCP daemon is Primary or Secondary. Ensure the advertising skew for the VIP on one
firewall is < 20 and the other is > 20,

(] Enable Static ARP entries

Restricts communication with the firewall to only hosts listed in static mappings containing both IP addresses and MAC addresses. No other hosts will
be able to communicate with the firewall on this interface. This behavior is enforced even when DHCP server is disabled.

[0 Change DHCP display lease time from UTC to local time

By default DHCP leases are displayed in UTC time. By checking this box DHCP lease time will be displayed in local time and set to the time zone
selected. This will be used for all DHCP interfaces lease time.

O Enable monitoring graphs for DHCP lease statistics
Enable this to add DHCP leases statistics to the Monitoring graphs. Disabled by default

0 Disable ping check
When enabled dhcpd sends a ping to the address being assigned, and if no response has been heard, it assigns the address. Enabled by defauit
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Settings  ACLs

Enable

Time Servers

Max candidate pool peers

Orphan Mode

onfiguratic

Serial GPS PPS

(@) Enable NTP Server
You may need to disable NTP if pfSense is running in a virtual machine and the host s responsible for the clock.

WAN
ADM
LAN
DMZ
Interfaces without an IP address will not be shown.
Selecting no interfaces willlisten on all interfaces with a wildcard,
Selecting all interfaces will explicitly listen on only the interfaces/IPs specified.

2.pfsense.pool.ntp.org o o Pool v
Prefer NoSelect  TyPe

NTP will only sync if a majority of the servers agree on the time. For best results you should configure between 3 and 5 servers (NTP support pages
recommend at least 4 or 5), or a pool. If only one server is configured, it will be believed, and if 2 servers are configured and they disagree, neither will
be believed. Options:

Prefer - NTP should favor the use of this server more than all others

No Select - NTP should not use this server for time, but stats for this server will be collected and displayed.

Type - Server, Peer or a Pool of NTP servers and not a single address. This is assumed for *pool.ntp.org.

Maximum number of candidate peers in the NTP pool. This value should be set low enough to provide sufficient alterate sources while not contacting

an excessively large number of peers. Many servers inside public pools are provided by volunteers, and a large candidate pool places unnecessary
extra load on the volunteer time servers for ltte to no added benefit. (Default: 5)

12

Orphan mode allows the system clock to be used when no other clocks are available. The number here specifies the stratum reported during orphan
mode and should normally be set to a number high enough to insure that any other servers available to clients are preferred over this server (default
12).
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Minimum Poll Interval

Maximum Poll Interval

NTP Graphs

Logging

Statistics Logging

Default v

Minimum poll interval for NTP messages. If set, must be less than or equal to Maximum Poll Interval.

Default v

Maximum pollinterval for NTP messages. If set, must be greater than or equal to Minimum Poll Interval.

[ Enable RRD graphs of NTP statistics (default: disabled).
[ Log peer messages (default: disabled).

[ Log system messages (default: disabled).
These options enable additional messages from NTP to be written to the System Log Status > System Logs > NTP.

Warning: These options will create persistent daily log files in /var/log/ntp.

B pisplay

DNS Resolution

Leap seconds may be added or subtracted at the end of June or December. Leap seconds are administered by the IERS, who publish them in their
Bulletin C approximately 6 - 12 months in advance. Normally this correction should only be needed if the server is a stratum 1 NTP server, but many
NTP servers do not advertise an upcoming leap second when other NTP servers synchronise to them.

If the leap second is important to your network services, it is good practice to download and add the leap second file at least a day in advance of any
time correction.

More information and files for downloading can be found on their website, and also on the NIST and NTP websites.

Auto v
Force NTP peers DNS resolution IP protocol. Do not affect pools.

[ Enable NTPv3 authentication (RFC 1305)
Authentication allows the NTP client to confirm it is communicating with the intended server, which protects against man-in-the-midde attacks.
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Settings ACLs Serial GPS PPS

Default Access Restrictions

Kiss-o-death

Enable KOD packets.
Modifications Deny run-time Configuration (nomodify) by ntpq and ntpdc.
Queries [ Disable ntpq and ntpdc queries (noquery).
Service (] Disable all except ntpq and ntpdc queries (noserve).
Peer Association Deny packets that attempt a peer association (nopeer).
Trap Service Deny mode 6 control message trap service (notrap).

Custom Access Restrictions

Networks /18~ g o o o o o
Network/mask KoD

nomodify  noquery noserve nopeer notrap
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Settings  ACLs

Serial GPS PPS

NTP Serial GPS Configuration

Notes

GPS Type

NMEA Sentences

Fudge Time 1

Fudge Time 2

Stratum (0-16)

Minimum Poll Interval

AGPS connected via a serial port may be used as a reference clock for NTP. If the GPS also supports PPS and is properly configured, and connected,
that GPS may also be used as a Pulse Per Second clock reference. NOTE: A USB GPS may work, but s not recommended due to USB bus timing
issues.

For the best resuits, NTP should have at least three sources of time. So it is best to configure at least 2 servers under Services > NTP > Settings to
minimize clock drift if the GPS data is not valid over time. Otherwise ntpd may only use values from the unsynchronized local clock when providing
time to clients.

Default v

This option allows a predefined configuration to be selected. Default is the configuration of pfSense 2.1 and earlier (not recommended). Select Generic
if the GPS is not listed.

The predefined configurations assume the GPS has already been set to NMEA mode.

Al
RMC
GGA
GLL

By default NTP willisten for all supported NMEA sentences. One or more sentences to listen for may be specified.

0155
Fudge time 1 is used to specify the GPS PPS signal offset (defaulf: 0.0).

Fudge time 2 is used to specify the GPS time offset (defaulf: 0.0).

This may be used to change the GPS Clock stratum (default: 0). This may be useful to, for some reason, have ntpd prefer a different clock.

Default v

Minimum poll interval for NTP messages. If set, must be less than or equal to Maximum Poll Interval.
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Maximum Poll Interval

Clock ID

Default v

Maximum pollinterval for NTP messages. I set, must be greater than or equal to Minimum Poll Interval.

Prefer this clock (default: checked).

0 Do notuse this clock, display for reference only (default: unchecked).
Enable PPS signal processing (default: checked).

O Enable falling edge PPS signal processing (default: unchecked, ising edge).
Enable kernel PPS clock discipline (default: checked).

0 Obscure location in timestamp (default: unchecked, unobscured).

0 Log the sub-second fraction of the received time stamp (default: unchecked, not logged).
Enabling this will rapidly fil the log, but is useful for tuning Fudge time 2.

Display extended GPS status (default: checked).
Enable extended GPS status if GPGSV or GPGGA are explicitly enabled by GPS intialization commands

1to 4 characters
This may be used to change the GPS Clock ID (default: GPS).
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Settings ACLs Serial GPS PPS

NTP Serial PPS Configuration

Notes  Devices with a Pulse Per Second output such as radios that receive a time signal from DCF77 (DE), JJY (JP), MSF (GB) or WWVB (US) may be used as
2 PPS reference for NTP. A serial GPS may also be used, but the serial GPS driver would usually be the better option. A PPS signal only provides a
reference to the change of a second, so at least one other source to number the seconds is required.

Atleast 3 additional time sources should be configured under Services > NTP > Settings to reliably supply the time of each PPS pulse.

FudgeTime ||
Fudge time is used to specify the PPS signal offset from the actual second such as the transmission delay between the transmitter and the receiver
(default: 0.0)
Stratum

This may be used to change the PPS Clock stratum (default:0). This may be useful to, for some reason, have ntpd prefer a different clock and just
monitor this source.

Minimum Poll Interval | Default v
Minimum poll interval for NTP messages. If set, must be less than or equal to Maximum Poll Interval.

Maximum Poll Interval | Default v

Maximum pollinterval for NTP messages. I set, must be greater than or equal to Minimum Poll Interval.
Flags [ Enable falling edge PPS signal processing (default: unchecked, ising edge).
O Enable kemel PPS clock discipline (default: unchecked).

0 Record a timestamp once for each second, useful for constructing Allan deviation plots (default: unchecked).

ClockID |1 t0 4 characters
This may be used to change the PPS Clock ID (default: PPS).
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(©)Enable the SNMP Daemon and its controls

SNMP Daemon Settings

Polling Port

System Location

System Contact

Read Community String

161
Enter the port to accept polling events on (defaut 161).

public

The community string is like a password, restricting access to querying SNMP to hosts knowing the community string. Use a strong value here to
protect from unauthorized information disclosure.

SNMP Traps Enable

Enable

0] Enable the SNMP Trap and its controls

SNMP Modules

SNMP modules

Interface Binding

Mibll
Netgraph

PF

Host Resources
ucp

Regex

Internet Protocol
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Services / Wake-on-LAN 2]

This service can be used to wake up (power on) computers by sending special "Magic Packets'.
The NIC in the computer that is to be woken up must support Wake-or-LAN and must be properly configured (WOL cable, BIOS settings).

Wake-on-LAN

Interface | ADM )

Choose which interface the host to be woken up is connected to

MAC address

Enter a MAC address in the following format: xoxxxxxcxx:xx

Wake-on-LAN Devices

Click the MAC address to wake up an individual device.
Interface MAC address Description Actions
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System/ General Setup e

Hostname

Domain

DNS Server Settings

[(pfSense )

Name of the firewall host, without domain part.

fruit_hns.arpa

Domain name for the firewall,

Do not end the domain name with " local'as the final part (Top Level Domain, TLD). The ‘local’ TLD is widely used by mDNS (e.g. Avahi, Bonjour,
Rendezvous, Airprint, Airplay) and some Windows systems and networked devices. These will not network correctly f the router uses ‘local as its TLD.
Alteratives such as ‘home.arpa, Tocal.lar, or mylocal are safe.

DNS Servers

Add DNS Server

DNS Server Override

DNS Resolution Behavior

88838 dns.google @ el
8844 dns.google

Address Hostname

Enter IP addresses to be used by the system for DNS Enter the DNS Server Hostname for TLS Verification in

resolution. These are also used for the DHCP service, the DNS Resolver (optional)

DNS Forwarder and DNS Resolver when it has DNS Query

Forwarding enabled.

Allow DNS server list to be overridden by DHCP/PPP on WAN or remote OpenVPN server
If this option s set, pfSense will use DNS servers assigned by a DHCP/PPP server on WAN or a remote OpenVPN server (if Pull DNS option is enabled)

for its own purposes (including the DNS Forwarder/DNS Resolver). However, they will not be assigned to DHCP clients.
Use local DNS (127.0.0.1), fall back to remote DNS Servers (Default) v

By default the firewall will use local DNS service (127.0.0.1, DNS Resolver or Forwarder) as the first DNS server when possible, and it will fall back to
remote DNS servers otherwise. Use this option to choose alternate behaviors.
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zation

Timezone

Timeservers

Language

ute v
Select a geographic region name (Continent/Location) to determine the timezone for the firewall,
Choose a special or "Etc" zone only in cases where the geographic zones do not properly handle the clock offset required for this firewall

2.pfsense.poolntp.org

Use a space to separate multiple hosts (only one required). Remember to set up at least one DNS server if a host name s entered here!

English v

Choose alanguage for the webConfigurator

webConfigurator

Theme

Top Navigation

Hostname in Menu

Dashboard Columns.

Interfaces Sort

Associated Panels
‘Show/Hide

Require State Filter

pfSense v

Choose an altemative css file (if installed) to change the appearance of the webConfigurator. css files are located in /usr/local/www/css/

Scrolls with page v

The fixed option is intended for large screens only.

Default (No hostname) v
Replaces the Help menu title in the Navbar with the system hostname or FQDN.

2 <

[ Sort Alphabetically
If selected, lsts of interfaces will be sorted by description, otherwise they are listed wan,Jan.optn.

O Available Widgets O Log Filter 0 Manage Log 0 Monitoring Settings.
Show the Available Show the Log Filter panel  Show the Manage Log ‘Show the Settings panel
Widgets panel on the in System Logs. panel in System Logs. in Status Monitoring.
Dashboard

These options allow certain panels to be automatically hidden on page load. A control s provided in the title bar to un-hide the panel

0 Do not display state table without a filter

By defaul, the entire state table is displayed when entering Diagnostics > States. This option requires a flter to be entered before the states are
displayed. Useful for systems with large state tables.
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Require Firewall Interface [ Do not display firewall rules list without first selecting an interface

By default, the GUI displays firewal rules for the first enabled interface (e.g. WAN) when navigating to Firewall > Rules. This option requires the user to
explicitly select an interface before the GUI displays any rules. This is useful for systems with  large number of rules on the first enabled interface,
causing slowness when loading that page.

Left Column Labels (] Active
If selected, clicking a label in the left column will select/toggle the first item of the group.

Alias Popups [ Disable details in alias popups
If selected, the details in alias popups will not be shown,just the lias description (e.g. in Firewall Rules).

Disable dragging [ Disable dragging of firewall/NAT rules
Disables dragging rows to allow selecting and copying row contents and avoid accidental changes.

Login page color | Crimson red v

Choose a color for the login page

Login hostname [ Show hostname on login banner





